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§ CTI and IR professional in Financial and Oil & Gas sectors

§ External Expert for ENISA and European Commission

§ Member of ENISA CTI Stakeholder Group

§ Member of PC for FIRST CTI Symposium 2019 & 2020 

§ Get in touch: @asfakian / Website: www.threatintel.eu

References for this presentation: http://bit.ly/enisa_nis_2019
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§Original authors are referenced within the slide deck.

§References for this presentation: https://bit.ly/enisa_nis_2019

§Views are my own and not my employer’s

https://bit.ly/enisa_nis_2019


§Setting the scene
§Intelligence requirements
§Examples
§Conclusions
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Language matters. Narrative matters. Framing matters. 
People exist in and live by stories.
@treyka
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We are here!



This will be a marvelous day for adventure, Sancho
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We are here !

Intelligence is a 
product 

and a process!



§ How do CTI teams identify which threats are relevant to their 
organisations and how to prioritize them?

§ Have CTI teams identified and connected with their stakeholders?

§ Have CTI teams captured the intelligence requirements of their 
stakeholders?

§ How do CTI teams contribute towards the utmost goal of 
organisational risk reduction?

§“CTI teams should not do intelligence for intelligence’s sake, it costs 
money and time” - Lauren Zabierek
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“Any subject, general or specific, upon which
there is a need for the collection of
information, or the production of intelligence.”

DOD Joint Pub 2-0

https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp2_0.pdf

https://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp2_0.pdf


§ Intelligence requirements are enduring questions that 
consumers of intelligence need answers to. 

§Answer critical questions intelligence customers/stakeholders 
care about (not what YOU care about).

Reference:
Sergio Caltagirone



Reference:
Michael Rea

We are here !

Intelligence requirements are really 
critical for  intelligence collection and 
production phases!!



Reference:
SANS



PIRs are the Intelligence requirements that 
the intelligence requirements that are 
seen as critical to accomplish mission.

If every requirement is critical then no requirement is critical

https://fas.org/irp/doddir/army/fm34-2/Appd.htm
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§Past Incident Based Requirements

§Business Plan Based Requirements

§Geographic Based Requirements

§Technology Based Requirements

§Vertical Based Requirements Reference:
Scott J Roberts

https://medium.com/@sroberts/cti-squadgoals-setting-requirements-41bcb63db918

https://medium.com/@sroberts/cti-squadgoals-setting-requirements-41bcb63db918


§High Level / Strategic Requirements

§Functional / Operational Requirements

§Visibility / Technical Requirements

https://www.first.org/resources/papers/london2019/1430-1500-Your-Requirements-are-
Not-My-Requirements-Speaker-Pasquale-Stirparo.pdf

Reference:
Pasquale Stirparo

https://www.first.org/resources/papers/london2019/1430-1500-Your-Requirements-are-Not-My-Requirements-Speaker-Pasquale-Stirparo.pdf


§Characteristics of intelligence requirements

§Update and communicate intelligence requirements

§Ad hoc requirements

§Documented and signed off



§ Intelligence collection driven by intelligence requirements

§ Threat relevancy 

§ Shaping of the intelligence product(s)

§ Business  value and other metrics

§ Traceability on resources and staffing
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Direction Phase

Intelligence 
Feedback Phase



§ Seek feedback

§Manage and educate your stakeholders

§Use the right terms

§Tell a story

§Build your organisation’s threat model
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Reference:
SANS
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§ Decision centric: aids ONE decision. 

§ Singular: a strong requirement focuses on ONE question and only one question.

§ Are specific: focuses on ONE activity/event/thing

§ Timeliness: a requirement should capture the timeframe for usable intelligence.

§ Are answerable using available assets and capabilities. Reference:
Scott J Roberts



§ "Will the enemy attack? If so, where, when, and in what strength?"



Reference:
Scott J Roberts
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§ Production Requirement 
§ Your company is going to market with a new revolutionary product in three months, the 

Board wants to make sure all sensitive IP (from design docs/blueprints to marketing 
campaigns, etc.) is not leaked or stolen. 

§ What are our Intelligence Requirements?

https://www.first.org/resources/papers/london2019/1430-1500-Your-Requirements-are-
Not-My-Requirements-Speaker-Pasquale-Stirparo.pdf

Reference:
Pasquale Stirparo
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§ Production Requirement 
§ What are the vulnerabilities that are currently being exploited in the wild and that we 

should worry about? Are we protected against or can we detect them?

§ What are our Intelligence Requirements?

https://www.first.org/resources/papers/london2019/1430-1500-Your-Requirements-are-
Not-My-Requirements-Speaker-Pasquale-Stirparo.pdf

Reference:
Pasquale Stirparo

https://www.first.org/resources/papers/london2019/1430-1500-Your-Requirements-are-Not-My-Requirements-Speaker-Pasquale-Stirparo.pdf


Dulcinea Watches as Don Quixote Wins Battles For Her
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§ Identification of relevant stakeholders and get to know them
§ Connect with business and enterprise risk management cycles

§ Better identification of your organisation’s operational environment
§ Get to know your organisation's crown jewels

§ Capture, document and utilise your intelligence requirements

§ Start the conversation
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§ US Military - Joint Publication 2-0

§ SANS CTI Summit 2018 - I Can Haz Requirements? - Michael Rea

§ CTI SquadGoals—Setting Requirements - Scott J Roberts

§ SANS - Threat Intelligence: Planning and Direction - Brian Kime

§ SANS - Defining Threat Intelligence Requirements – Pasquale Stirparo

§ FIRST CTI 2019 - Your requirements are not my requirements – Pasquale 
Stirparo

§ SANS CTI Summit 2018 - Intelligence Preparation of the Cyber Environment –
Rob Dartnall

§ Mark Arena - How to build a cyber threat intelligence program

References for this presentation: https://bit.ly/enisa_nis_2019
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Sharing is caring!
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